Internet acceptable use
policy

City of London

London Metropolitan Archives

LONDON



Contents

Internet acceptable USE POLICY ....coooeiviiiieeee e 1
G ONTENTS ettt e st e st e e e e e saree e 2
INTTOAUCTION ettt et 3
P OIICY ettt e e e e e e e e e et aaaeeeaas 3

CONAITIONS OF ACCESS ..ttt 3
FIEEIING ettt ettt et e e e e e e snbeeenabaae e 3
Penalties for misuse of the Internet ..., 4
Children aNd 1EENAGESS......uuii ettt 4
The Internet and your responSiDIliTy ........coooviviveiiiiiieeeeeeee e, 4
B Qe s 5
ProNibItEd USES ...veeieeieee ettt e 5
DAt Prot@CHION c..eeeieeee ettt e 5
FEEADACK . i 6
London Metropolitan Archives mission statement ........cccccovvvvivvveeeneennn. 6
OUE VISION: 1.ttt ettt ettt et e s et et e e bt e e et e saseeenbeesaseennes 6
OUI COMMITMIENT. Lottt 6
ADOUT ThiS 1At ... 7



Infroduction

London Metropolitan Archives (LMA) provides access to a wide range
of research resources, including the Internet, in our role as a provider of
information and promoter of educational, recreational and lifelong
learning opportunities to the whole community. The Internet enables
access to valuable information in many different formats. LMA
recognises that such a resource may be open to misuse and abuse.
This policy sets out the terms and conditions governing the use of the
Internet by members of the public at LMA.

Policy
Conditions of access

Access to the Internet is open to members of the public and is free.
Users may use their own wireless Internet devices in the public areas.
Users must abide by the rules and regulations as laid out in this
document.

Filtering

We provide access to the Internet using the City of London’s Internet
Service Provider and firewall. Access to some sites may be prohibited.
The City of London operates an approved list of Internet welbsites. Users
will only be allowed access to websites on this approved list. Users
should be aware that no filtering mechanism is 100% reliable and may
also block material that is perfectly acceptable. The City of London is
willing to consider allowing access to any website that is not currently
on the approved list after careful checking of its content, but we
cannot guarantee to unblock restricted sites. All such requests should
be made using the enquiry email address at
ask.Ima@cityoflondon.gov.uk. We will respond to your request as
quickly as possible, though this may take up to ten working days.

Virus checking software will run on all our computers. For those using
their own device, we cannot guarantee that equipment will not
become infected with a virus. The City of London does not accept any
liability for damage to equipment, software, loss or corruption of data,
or the actions resulting from a virus infection.

The City of London will monitor and record all types of network activity
including all search engine queries and all sites visited.
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Penalties for misuse of the Internet

The City of London will refuse and remove Internet access to any
individuals who break any of the rules and regulations as laid out in this
document. The City of London reserves the right to determine what is
considered a breach of the rules. If deemed appropriate, further
action, including reporting abuse to the police, may be undertaken.

Children and teenagers

Children under the age of 16 (where a parent/guardian is not in
attendance) must have written parental permission to use any Internet
workstation. We also ask that parents monitor their children when using
our computers. The use of filtering does not guarantee that all harmful
or undesirable information will be blocked. The City of London cannot
take responsibility for any material accessed which a parent or
guardian may consider unsuitable.

The Internet and your responsibility

The City of London cannot guarantee the quality of information on any
external website, or that all harmful, undesirable, or offensive material
will be blocked by our filtering software. The City of London accepts no
responsibility for the quality, accuracy, or availability of information
accessed on the Internet. As an Internet user it is your personal
responsibility o check the accuracy of information you find. The City of
London assumes no liability for any loss, damage or injury, direct or
indirect, suffered as a result of using the Internet on our premises. If you
believe that any material found breaks any United Kingdom (UK) law,
you should contact the Internet Watch Foundation (www.iwf.org.uk).

Users must comply with UK copyright law at all times.

Users should be aware of the risks attached to some Internet usage.
Broadcasting personal or private details over the Internet may lead to
the receipt of unwanted mail and attention. Online financial
transactions should be conducted over secure connections only. The
City of London cannot be held liable for any losses resulting from
sending confidential financial information via the Internet. For those
using wireless access, there are measures in place to protect against
other wireless users accessing your data. However, the City of London
makes no guarantee that this will not happen and accepts no liability
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should this occur. The City accepts no liability for the loss of an
individual’s data however this loss is caused.

If you accidentally access indecent or other material that could cause
offence to others, or if you witness the accessing of such material by
another user, please speak to a member of staff.

E-mail

The use of web mail is allowed. The City of London reserves the right to
monitor and record all types of network activity including webmaiil.

Prohibited Uses

Users must not access, store, tfransmit or publish any material which is
obscene, racist, defamatory, sectarian, illegal, or which may cause
gross offence to other users and which may be in breach of UK
copyright law.

Users of webmail accounts must not send or store any abusive,
offensive, obscene or indecent images, data or other material. Use of
web based mail accounts for harassment, including sexual and racial
harassment, is specifically prohibited.

Downloading any software from the Internet is prohibited (either to our
public access terminals or to your own equipment).

You are not allowed to connect any equipment to, or remove any
equipment from, the public access terminals without permission of staff.

You are not allowed to send any junk or bulk email postings (spam).

Watching TV streams is currently prohibited to protect bandwidth and
ensure that all users can enjoy a responsive service.

The City of London will monitor access to Internet websites and network
activity, and anyone who breaches any of the above categories may
be the subject of further action.

Data Protection

The City of London is bound by the regulations of the Data Protection
Act 1998. We will not release information on the use of specific Internet
resources by individuals except when required by law.



Feedback

Please complete a comment form or email us at
ask.Ima@cityoflondon.gov.uk if you wish to give feedback on this

policy.

This policy will be reviewed at least every two years to make sure it
remains fimely and relevant.

London Metropolitan Archives mission statement

London Metropolitan Archives is owned, funded and managed by the
City of London Corporation on behalf of London and the nation. It is
London’s archive service, collecting, preserving, celebrating and
sharing the stories of London and Londoners and its many communities
through collaboration, innovation and learning. It is responsible for 100
kilometres of the capital’s documentary heritage dating from 1067 to
the present day, from parchment rolls to digital files.

Our vision:

Our vision is to ensure as many people as possible now and in the
future have access to the archives in our care on site and digitally,
safeguarding knowledge, improving understanding, inspiring
participation, and supporting good public governance. We aim to
provide a world class service aspiring to the highest standards that is
open and engaging, innovative, inclusive, secure and sustainable. As
one of the leading archive services in the UK we also have a
responsibility to provide leadership within the London, national and
international archive sectors.

Our commitment:

The City of London provides a unique and diverse range of services to
the residents, businesses, workers and visitors in the City of London and
beyond. We are committed to being proactive in providing services
fairly to all our potential service users. Promoting equal opportunity for
all is one of our core values.

Our policy is to treat all service users, and anyone else we come into
contact with, equally and with dignity and respect and not to
discriminate on grounds of age, disability status, employment status,
ethnic or cultural origin, gender, marital status, nationality, religious
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belief or non-belief, responsibility for dependants, sexual orientation,
social background, or any other grounds which cannot be shown to be
justified. We will recognise, respect and value difference and diversity.

In partnership with our employees, our residential communities and
stakeholders, we will work hard to meet our obligations under the
relevant anfti-discrimination legislation, codes of practice and good
practice guidelines.

The Collections Acquisition and Management Policy is one of a
complete suite of policies for the archive service function delivered by
London Metropolitan Archives for which an Equalities Impact
Assessment has been carried out and which is available to view on
request.

About this leaflet

This leaflet was reviewed in March 2016 by London Metropolitan
Archives, 40 Northampton Road, London, EC1R OHB

Telephone: 020 7332 3820

Fax: 020 7833 9136

Email: ask.Ima@cityoflondon.gov.uk
Website: www.cityoflondon.gov.uk/Ima

© London Metropolitan Archives

Except as otherwise permitted under the Copyright, Designs and
Patents Act 1988, this publication may only be reproduced, stored or
transmitted in any form or by any means, with the prior permission in
writing of the publisher, or in the case of reprographic reproduction, in
accordance with the terms of a licence issued by the Copyright
Licensing Agency. Enquiries concerning reproduction outside those
terms should be sent to the London Metropolitan Archives at the above
address.


mailto:ask.lma@cityoflondon.gov.uk
http://www.cityoflondon.gov.uk/things-to-do/london-metropolitan-archives/Pages/default.aspx?utm_source=lma-policy-document&utm_medium=pdf&utm_campaign=internet-acceptable-use-policy

	Internet acceptable use policy
	Contents
	Introduction
	Policy
	Conditions of access
	Filtering
	Penalties for misuse of the Internet
	Children and teenagers
	The Internet and your responsibility
	E-mail
	Prohibited Uses
	Data Protection

	Feedback
	London Metropolitan Archives mission statement
	Our vision:

	Our commitment:
	About this leaflet


